
ATTACHMENTS
Under Separate Cover 

Audit, Risk and Compliance Committee 
Meeting 

Tuesday, 7 March 2023 





 

Page 3 

Table of Contents 
 
11.1 2023 Calendar Year Audit, Risk and Compliance Committee Work Plan 

Attachment 1 2023 ARC Committee Work Plan ........................................................ 4 

11.2 2022 Compliance Audit Return 

Attachment 1 2022 Compliance Audit Return (Draft) ................................................. 5 

11.3 Internal Audit Report - Fraud Risk Management and Misconduct 

Attachment 1 2022-23 Fraud Risk Management & Misconduct Internal Audit 
Report .............................................................................................. 30



 

Page 4 

























































 

 

 

 

 

williambuck.com 

  
 
 
 
 

 
 

 
  
 
 
 
 
 
 

 
  
 

 
 

  

Town of Port Hedland 
 
Fraud Risk Management & Misconduct Review 
December 2022 
 



 
 
 

 

 

 

Contents 

EXECUTIVE SUMMARY ....................................................................... 1 

DETAILED FINDINGS .......................................................................... 4 

STAFF INVOLVEMENT ...................................................................... 12 

INHERENT LIMITATIONS .................................................................. 12 

APPENDIX A – WORK PROGRAM AND OUTCOMES ...................... 13 

APPENDIX B – RISK RATING CRITERIA .......................................... 19 



 
 
 

 

 

Town of Port Hedland – Fraud Risk Management & Misconduct Review – December 2022 |  1 

Executive Summary Executive Summary 

EXECUTIVE SUMMARY 

Introduction 

William Buck Consulting (WA) Pty Ltd was engaged by the Town of Port Hedland (the “Town”) to 
conduct an internal audit of the Town’s Fraud Risk Management & Misconduct. The internal audit 
was performed in accordance with the requirements within the terms and conditions set out in the 
contract for Internal Audit Services to the Town.  

Objective 

The overall objective of this engagement was to determine whether effective controls were in 
place to identify, prevent and respond to fraud risks and misconduct. 

Scope 

The scope of this engagement included an assessment of the following: 

— Management have appropriate detective controls implemented on an operational level to 
identify fraud and fraud risks; 

— Preventative and responding controls are implemented which will lower or mitigate risks 
identified; and 

— Reporting mechanisms for identified fraud/misconduct and corruption to the respective 
delegates is as prescribed to the Town’s respective reporting procedures. 

 

Refer to Appendix A for the details of the work done in this review. 

 

 
 

 
Consideration of relevant processes and 
procedures, and discussion with the Town’s 
management and staff responsible for the 
relevant scope areas 
 
 
 
Identification of control weaknesses through 
analysis of the adequacy and effectiveness of 
controls 
 
 
Analysis of a sample of records/plans and 
actions covered within the scope of the audit. 
Identification of any discrepancies or deviations 
from policy, procedure, or legislation. 
 
 
 
Discussion of control weaknesses, and 
deviations from process and procedure with the 
management and relevant stakeholders. 
 
 
Development of this report identifying any 
weaknesses or issues and making relevant 
recommendations on the areas under the scope 
of the engagement. 

 Approach 
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Executive Summary 

Key Findings & Insights 

Inadequate 
 Weaknesses in the system and/or application of controls are such that the system 

objectives are put risk. Significant improvements are required to the control environment. 
Controls do not reduce residual risks to risk appetite.  

Improvement 
Required 

 There is generally sound control framework in place. The weaknesses identified impair the 
control environment to a small extent, with further improvement and corrective action 
required. Controls are reducing residual risk to risk appetite.  

Adequate 
 Our internal audit finds no significant weaknesses. Overall, risks are being effectively 

managed. The issues raised tend to be minor or areas for improvement within an adequate 
control framework. Controls are reducing the residual risk to or below risk appetite. 

Overall Control Effectiveness 

 

Positive Observations 

We observed the following positive observations: 

— The Town has a Fraud and Corruption Prevention Policy that articulates the Town’s 
commitment to zero tolerance for acts of fraud and corruption.  

— The Fraud and Corruption Control Policy sets out controls to prevent and detect fraud 
and assignment of responsibilities. Moreover, the Audit, Risk and Compliance 
Committee (ARC) Terms of Reference assigns the ARC with the responsibility for 
oversight of fraud and corruption control and prevention measures. 

— The Town has a Code of Conduct that provides employees with clear guidelines for the 
standards and professional conduct and behaviour expected from them in carrying out 
their duties. It also requires them to disclose any conflict of interests. 

— The Town’s Related-Party Disclosure Policy prohibits employees to use their positions 
for personal and inappropriate purposes. It also requires employees to disclose any 
related-party relationships. 

— The Town has a Statement of Business Ethics that states the standards and ethical 
principles to adhere to when doing business with the Town. 

— The Town has a Secondary Employment Procedure that requires employees to seek 
approval from the CEO if they wish to engage in any secondary employment.  

Key Insights 

Through the performance of this audit, we make the following 
observations: 

— The Town does not have in place a fraud and corruption control plan 
that formalises the Town’s plans for preventing, detecting and 
responding to fraud and corruption.  

— There is no process to assess fraud risks, hence, a fraud risk 
assessment has not yet been performed. 

— Although there are pre-employment checks, there is no formal 
procedural requirement to perform pre-employment criminal 
background checks of employees. 

— Whilst the Town has general requirements to report fraud, there are 
no procedural requirements specifying the reporting mechanisms to 
report fraud, corruption, and misconduct to the appropriate authorities 
depending on the nature. 

— Apart from general induction, employees are not required to attend or 
complete any mandatory and subsequent refresher training sessions 
related to fraud, corruption, and misconduct.  

— The Town does not have a procedural requirement to appoint a 
probity advisor/auditor for complex and/or sensitive procurements. 

 

Inadequate 
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Executive Summary 

Summary of findings 
 
The following table includes the findings and their ratings, action owner, and targeted date for implementing the recommendations. 

 

The following table includes the risk ratings and the descriptions of the risk ratings.        

 
 
 
 
 
 
 
 

Refer to Appendix B for the risk rating criteria

# Findings Rating Recommendation # Action Owner Target Date 

1 Fraud and Corruption Control Plan High 
R1.1 Manager Governance  31 March 2024 

R1.2 Manager Governance  31 March 2024 

2 Fraud Risk Assessment High 
R2.1 Manager Governance  30 September 2023 

R2.2 Manager Governance 30 September 2023 

3 Fraud Awareness Training and Communication Medium 
R3.1 Manager Governance   

Manager Human Resources 
30 June 2024 

R3.2 Manager Governance   
Manager Human Resources 

30 June 2024 

4 Probity in Procurement Medium R4 Manager Governance  31 December 2023 

5 Fraud, Corruption and Misconduct Reporting Low R5 Manager Human Resources  31 December 2023 

6 Pre-employment Criminal Background Checks Low R6 Manager Human Resources  31 December 2023 

 
Extreme High Medium Low Total 

# Findings - 2 2 2 6 

# Recommendations - 4 3 2 9 
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Detailed Findings 

 
DETAILED FINDINGS 

In terms of better practices in fraud risk management, entities should have in place an effective fraud risk management plan. The plan should be tailored to the entity’s 
specific risk appetite, control environment and strategic objectives and should include plans to prevent, detect and respond to fraud, corruption, and misconduct. 

Section 2.2.1 of the Australian Standards 8001:2008 Fraud and Corruption Control (AS 8001:2008) stipulates that: 

“Entities should develop and implement a Fraud and Corruption Control Plan documenting the entity’s approach to controlling fraud and corruption 
exposure at strategic, tactical and operational levels. The Fraud and Corruption Control Plan should detail the entity’s intended action in 
implementing and monitoring the entity’s fraud and corruption prevention, detection and response initiatives. It is important that entities view the 
Fraud and Corruption Control Plan as an integral part of an overall risk management plan on the premise that fraud and corruption are business 
risks that are controlled by the application of risk management principles. In terms of the development of a Fraud and Corruption Control Plan, a 
preliminary assessment of fraud and corruption risk should be completed in order to better scope the entity’s future fraud control program that will 
be documented in the plan. Accountability for the implementation and ongoing monitoring of the plan should be allocated to a person with 
appropriate seniority, skills and experience and sufficient time allotment to discharge this responsibility under the direction of an appropriately 
constituted committee appointed for the purpose.” 

Although the Town had adopted a Fraud and Corruption Policy in August 2022, our enquiries with the Town’s stakeholders revealed that the Town does not have in 
place a fraud and corruption control plan. In addition, we identified that the Town’s risk register does not currently have a fraud risk category. 

The lack of a Fraud and Corruption Control Plan may make it difficult for the Town to plan, manage, respond and oversee risks and cases related to fraud, corruption, 
and misconduct. 
  

1.  Fraud and Corruption Control Plan   Extreme High Medium Low 



 

Town of Port Hedland – Fraud Risk Management & Misconduct Review – December 2022 |  5 

Detailed Findings 

Recommendation (R1) 

We recommend that the Town: 

1.1 Develop a Fraud and Corruption Control Plan, taking into consideration but not limited to, the following: 

— Include plans to prevent, detect, and respond to fraud, corruption and misconduct; 

— Integrate fraud risk assessments as part of the Town’s overall risk management function; 

— Include fraud risk as a risk category in the risk register; 

— Include an action plan in implementing and monitoring the Town’s fraud and corruption prevention, detection and response initiatives; and 

— Assign accountabilities to fraud and corruption prevention, detection and response to staff with appropriate seniority and competence. 

— Place an increased focus on business areas where fraud risk is high and preventive controls are weaker. 

1.2 Review the plan at least once every 2 years or as and when required. 

Management Response  

Agree/Disagree: Agree 

Action to be taken: A Fraud and Corruption Control Plan will be developed. This plan will include mechanisms to prevent, detect and 
respond to fraud, corruption and misconduct. Fraud risk will be added as a category within the Town’s Risk 
Assessment and Acceptance Criteria and Risk Register, which will allow for fraud risk assessments to be conducted 
on an ongoing basis going forward. An implementation plan with regard to fraud control will be established and 
included in the Fraud and Corruption Control Plan, which will be reviewed on a 2-yearly basis. 

Completion Date: 31 March 2024  

Responsible Officer: Audit, Risk & Insurance Advisor  

Accountable Officer: Manager Governance  
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Detailed Findings 

Section 3.6.1 of AS 8001:2008 stipulates that: 

“Entities should adopt a policy and processes for the systematic identification, analysis and evaluation (‘risk assessment’) of fraud and corruption 
risk and should periodically conduct a comprehensive assessment of the risks of fraud and corruption within their business operations.” 

Moreover, the Office of the Auditor General (OAG) published a report on Fraud Prevention in Local Government on 15 August 2019. The report shed light on common 
findings that were present in local governments in terms of managing fraud risks. It mentioned that entities have not implemented a coordinated approach to manage 
their fraud risks. 

We identified through enquiries that the Town does not have a centralised and coordinated process for the assessment of fraud risk. Hence, no fraud risk assessments 
have yet been performed. 

When fraud risk assessments are not performed, it would be difficult for the Town to assess which business areas and activities are more vulnerable to fraud risk. 
Moreover, a comprehensive fraud risk assessment would facilitate the Town in better identifying and treating fraud risks before those risks materialise. 

Recommendation (R2) 
We recommend that the Town: 

2.1 Perform a preliminary assessment of fraud and corruption risks facing the Town; and 

2.2 Document and integrate the results of the assessment in fraud and corruption control planning. 

Management Response  

Agree/Disagree: Agree  

Action taken: Management will add fraud risk as a category within the Town’s Risk Assessment and Acceptance Criteria and Risk 
Register, which will allow for fraud risk assessments to be conducted going forward. A preliminary fraud risk 
assessment will be conducted prior to developing the Fraud Control Plan to ensure integration and awareness of 
current and emerging issues within the plan. 

Completion Date: 30 September 2023 

Responsible Officer: Audit, Risk & Insurance Advisor  

Accountable Officer:  Manager Governance  

2. Fraud Risk Assessment Extreme High Medium Low 
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Detailed Findings 

 

Staff need to be trained and supported to identify red flags to detect fraud, know what to do if they suspect fraud and know how to report it. Fraud can take place if 
staff are not aware of what constitutes fraud and corruption. Moreover, the senior management should provide clear communication towards fraud, corruption and 
misconduct in a way that staff are aware of management’s tolerance towards such actions.  

Through enquiries, we identified that except for the training given to staff on induction, employees are not required to attend or complete any mandatory training and 
subsequent refresher training on fraud, corruption and misconduct. Furthermore, the Town does not conduct periodic training sessions related to fraud, corruption 
and misconduct. 

We do, however, acknowledge that the Town partakes in fraud and misconduct training and awareness session conducted by the PSC and make it a requirement 
for senior management staff to attend these sessions. Further enquiries also revealed that, upon creation of the Fraud and Corruption Control Plan (refer to Finding 
1), the Town plans on creating fraud training sessions within the Town’s Learning Management System. 

Lack of staff training and awareness to identify and report fraud may lead to fraud, corruption, and misconduct going unnoticed or unchallenged. Moreover, it can 
increase the fraudster’s confidence that their actions will not be identified and reported. 

Recommendation (R3) 

We recommend that the Town: 

3.1 Require staff to complete mandatory refresher training on fraud and misconduct; and 

3.2 Conduct fraud awareness sessions as and when required based on emerging issues related to fraud and misconduct. 

3. Fraud Awareness Training and Communication Extreme High Medium Low 

Management Response  

Agree/Disagree: Agree 

Action to be taken: Management will prepare and mandate fraud and misconduct training for all employees on the Town’s Learning 
Management System upon development of the Fraud Control Plan.  
Fraud awareness sessions will be conducted where emerging issues become prevalent.  

Completion Date: 30 June 2024 

Responsible Officer: Audit, Risk & Insurance Advisor and Learning & Development Coordinator   

Accountable Officer: Manager Governance & Manager Human Resources  
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Detailed Findings 

 

According to the Department of Finance’s Ethics and Probity in Procurement, probity is the evidence of ethical behaviour, and can be defined as complete and 
confirmed integrity, uprightness and honesty in a particular process. Probity provides a level of assurance to delegates, suppliers and the Commonwealth that a 
procurement was conducted in a manner that is fair, equitable and defensible.1 

Appointing a probity advisor/auditor is considered a better practice. Their decision to appoint them should be justified and should weigh the benefits of receiving 
independent advice of the procurement process. Factors that influence the appointment of a probity advisor/auditor mainly include procurement that is high-value, 
complex, unusual, highly contentious, or sensitive. 

Although the Town’s Purchasing Policy states that all procurement activities are able to withstand probity, we did not identify any requirement or processes within the 
Town’s Purchasing Policy to appoint an external probity advisor/auditor for high-value, complex, unusual, highly contentious or sensitive procurements. 

Not obtaining independent probity advice from a probity advisor/auditor can lead to the Town being unable to assure whether high-value, complex, unusual, highly 
contentious or sensitive procurement is free from fraud, corruption and malpractices.  

Recommendation (R4) 

We recommend that the Town include a procedural requirement to appoint an external probity advisor/auditor for high-value, complex, unusual, highly contentious 
or sensitive procurement. 

 
1 Ethics and Probity in Procurement | Department of Finance 

4. Probity in Procurement Extreme High Medium Low 

Management Response  

Agree/Disagree: Agree 

Action to be taken: Management will recommend to the CEO the engagement of an independent Probity Advisor for procurement: 
- With an expected value over a threshold to be set out in the Town’s Procurement IOP. 
- That is complex or unusual in nature  
- That is considered highly contentious or politically sensitive.  

The decision to engage a Probity Advisor will be at the discretion of the CEO.  

Completion Date: 31 December 2023 

Responsible Officer: Senior Procurement & Contracting Advisor 

Accountable Officer: Manager Governance  

https://www.finance.gov.au/government/procurement/buying-australian-government/ethics-and-probity-procurement
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Detailed Findings 

 

Accurate and timely notification of misconduct to the appropriate agency is not only a cornerstone of managing integrity; it is also a legislative requirement under the 
Corruption, Crime and Misconduct Act 2003 (CCM Act) across the Western Australian government sector. 

Section 25(1) of the CCM Act stipulates that: 

“A public officer or any other person may report to the Commission any matter which that person suspects on reasonable grounds concerns or 
may concern serious misconduct that — (a) has or may have occurred; or (b) is or may be occurring; or (c) is or may be about to occur; or (d) is 
likely to occur.” 

Section 45E(1) of the CCM Act stipulates that: 

“A public officer or any other person may report to the Public Sector Commissioner any matter which that person suspects on reasonable grounds 
concerns or may concern minor misconduct that — (a) has or may have occurred; or (b) is or may be occurring; or (c) is or may be about to occur; 
or (d) is likely to occur.” 

The Town’s Discipline Procedure sets out the processes and principles that will apply whenever a situation arises that may lead to the consideration of disciplinary 
action that will be taken against an employee. 

Furthermore, the Town’s Whistle-blower Policy states that misconduct can be reported through internal or external reports. Internal reporting includes reporting the 
matter informally with the direct manager or the to the Manager Human Resources. If that is not appropriate, the matter can be reported to the Town’s Public Interest 
Disclosure (PID) Officer directly. 

External reporting includes, depending on the type of misconduct, reporting to the Corruption and Crime Commission (CCC), Ombudsman, the Police, the Auditor 
General, or the Town’s External Auditor. 

Considering the above reporting mechanisms, we did not find within the Town’s procedures any specific reporting requirements for reporting different types of 
misconduct, such as minor misconduct to be reported to the PSC and serious misconduct to be reported to the CCC according to the above legislative requirements. 

Lack of proper mechanisms to report fraud and misconduct could lead to potential cases of fraud and misconduct not being reported to the appropriate authorities to 
take the required action. Furthermore, it may create confusion and hesitance amongst employees to report fraud and misconduct. 

5. Fraud, Corruption and Misconduct Reporting Extreme High Medium Low 
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Detailed Findings 

Recommendation (R5) 
We recommend that the Town document the following misconduct reporting pathways in the respective policies and procedures: 

— Minor misconduct must be reported to the PSC, according to Section 25(1) of the CCM Act 

— Serious misconduct must be reported to the CCC, according to Section 45E(1) of the CCM Act. 

 
 
  

Management Response  

Agree/Disagree: Agree  

Action to be taken: The Human Resources department currently completes the PSC’s yearly Integrity and Conduct Annual Collection. 
Internal Operating Procedure HR 013 Discipline will be updated to outline the process Human Resources follows to 
report misconduct to the appropriate authority and the process for employees to report suspected fraud and/or 
misconduct to Human Resources.     

Completion Date: 31 December 2023 

Responsible Officer: Senior HR Business Partner  
Senior Advisor HR Projects 

Accountable Officer: Manager Human Resources  
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Detailed Findings 

 

6. Pre-employment Criminal Background Checks Extreme High Medium Low 

It is important, and part of better practices, that when new employees are recruited, the organisation conducts screening tests for criminal and other security activities 
in order to ensure that only employees without criminal backgrounds enter the workforce. The objective is to reduce the risk of potential security breaches and to 
obtain a higher level of assurance as to the integrity, identity and credentials of personnel employed by the entity. 

In that regard, Section 3.8.1 of AS 8001:2008 suggests that employment screening should be considered and conducted within the confines of relevant legislation 
and with the informed and express consent of the entrusted person. When done thoroughly, this can be an effective way of reducing an entity’s potential exposure to 
internally focused fraud and corruption. 

Whilst the Town has a Recruitment and Selection Procedure, we did not come across any documented process for screening employees for criminal and other 
background and character tests. Through enquiries, however, we noted that the Town performs police checks on new employee recruitment even though this is not 
documented in a procedure. The checks are documented in the employment tracker worksheet maintained by Human Resources. 

The lack of a formal employee screening process could increase the chances of hiring people with criminal backgrounds, which may increase the risks of fraud, 
corruption, and malicious activities being perpetrated within the Town. 

Recommendation (R6) 
We recommend that the Town documents the process of conducting criminal background checks in the respective policy or procedure. 

Management Response  

Agree/Disagree: Agree 

Action taken: The Human Resources department currently performs police checks as part of their recruitment process. The checks 
are documented in the employment tracker worksheet maintained by Human Resources. Management will review 
and update Internal Operating Procedure HR 004 Recruitment and Selection to ensure the Town’s process of 
conducting criminal background checks is formally documented. 

Completion Date: 31 December 2023  

Responsible Officer: Senior HR Business Partner  

Accountable Officer: Manager Human Resources  
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Staff Involvement & Inherent Limitations 

 
STAFF INVOLVEMENT 

 

 

 

 

 
 

INHERENT LIMITATIONS 
The nature of our review is influenced by factors such as the use of professional judgement, selective testing, the inherent limitations of internal controls, and the 
availability of persuasive, rather than conclusive, evidence. 

William Buck ensures that reasonable care and competence are displayed during our engagements. As such, we conduct examinations and verifications to a 
reasonable extent, but we cannot give absolute assurance that noncompliance or irregularities do not exist. 

Our review is focused on “Key Controls” as identified and assessed. Inherent audit limitations exist in any internal control structure, and it is possible that errors or 
irregularities may occur and not be detected. 

Our findings expressed in this report have been based on the evaluation of existing processes in the organisation and sample testing performed on the existing 
controls as designed and implemented by management.  

For these reasons, we can only provide reasonable, but not absolute assurance on the status of the internal control environment. 

Staff Interviewed — Cherry McNicol (Manager Human Resources) 

— Shawn Law (Senior Advisor HR Projects) 

— Stephanie Sikaloski (Audit, Risk & Insurance Advisor) 

— Tom Kettle (Manager Governance) 

William Buck Process Lead — Duy Vo (Engagement Director) 

— Shifaz Moosa (Internal Auditor) 
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Record of Work Done 

 

APPENDIX A – WORK PROGRAM AND OUTCOMES 

Test # Test Procedures Information / Document 
Reviewed 

Outcomes Finding # 

Scope Item 1 – Management have appropriate detective controls implemented on an operational level to identify fraud risks. 

01-1 Fraud and Corruption Detection 
Programs: 

— Review of policies and procedures 
for provisions to place increased 
focus on areas in which preventive 
controls are found to be weaker. 

— Identification of fraud, corruption, 
and misconduct detection 
programs and periodic review to 
reflect current conditions and 
revised accordingly. 

— Through enquiries. Our enquiries revealed that the Town does not currently have 
a fraud and corruption detection program. 

Finding 1 

01-2 Assignment of responsibilities: 

— Identification of fraud, corruption, 
and misconduct detection 
programs that assigns individuals 
and departments responsible for: 

— Designing and planning the 
overall fraud detection process. 

— Designing specific detective 
controls to detect fraud, 
corruption, and misconduct. 

— Fraud and Corruption Policy  

— Whistle-blower Policy 

Our enquiries revealed that the Town does not currently have 
a fraud and corruption detection program. 

Finding 1 
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Record of Work Done 

Test # Test Procedures Information / Document 
Reviewed 

Outcomes Finding # 

— Implementing and monitoring 
the detective controls. 

— Receiving and responding to 
complaints/whistle blows 
related to possible fraud, 
corruption, and misconduct. 

— Investigation cases of fraud, 
corruption, and misconduct. 

— Communicating with the 
respective authorities on 
findings of any investigations. 

01-3 Probity: 

— Identification of a process or 
procedure to appoint a probity 
advisor/auditor for procurement 
that is high value, complex, 
unusual, highly contentious or 
sensitive. 

— Purchasing Policy We identified that the Town’s Purchasing Policy does not have 
a requirement for appointing a probity advisor/auditor for high 
value, complex, unusual, highly contentious or sensitive 
procurement. 

Finding 4 

Scope Item 2 – Preventative and responding controls are implemented which will lower or mitigate risks identified 

02-1 Fraud Risk Assessment: 

— Determining if the Town has in 
place a process to perform 
periodic fraud risk assessments. 

— Through enquiries. We identified that the Town does not have a process for the 
assessment of fraud risk. As a result, no fraud risk 
assessments have been performed yet. 

Finding 2 
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Record of Work Done 

Test # Test Procedures Information / Document 
Reviewed 

Outcomes Finding # 

— Identifying if fraud risk 
assessments are performed. 

— Identifying if the fraud risk 
assessment criteria take into 
account prevailing risks and 
whether the criteria are re-
assessed accordingly. 

02-2 Policies and Procedures: 

— Identifying if the Town has the 
following documented policies and 
procedures: 

— Fraud & Corruption Policy 

— Fraud & Corruption Prevention 
Plan 

— Fraud Response Plan 

— Whistle-blower Policy 

— Code of Conduct 

— Disciplinary Code 

— IT Usage Policy 

— Employee Screening Procedure 

— Identify if the policies and 
procedures are properly 
communicated with internal and 

— Fraud & Corruption Policy 

— Whistle-blower Policy 

— Code of Conduct for 
Employees, Consultants, 
Contractors, and Volunteers 

— Code of Conduct for Council 
Members, Committee 
Members and Candidates 

— Disciplinary Code 

— Recruitment and Selection 
Procedure 

— FW Fraud Misconduct Audit 
Evidence 

— Procurement Policy 

Except for a Fraud & Corruption Control Plan, the Town has 
policies and procedures that address controls related to fraud 
risk management.  

Although the Town does have an employee screening 
procedure, it lacks a documented requirement to screen the 
employees’ criminal backgrounds. 

Finding 6 
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Record of Work Done 

Test # Test Procedures Information / Document 
Reviewed 

Outcomes Finding # 

external stakeholders, such as 
employees and vendors. 

— Identify if the Town has 
procedures in place for 
authorisation and approval of high-
value, special transactions. 

02-3 Employee Screening: 

— Identification of procedures in 
place that covers conducting 
background checks of new 
employees ensuring that people 
with criminal records or people 
who do not meet character 
requirements are prevented from 
being hired. 

— Recruitment and Selection 
Procedure 

While the Town’s Recruitment and Selection Procedure 
requires performing employment checks such as reference 
checks, qualification and licensing checks, medical 
assessments and working rights, it lacks a documented 
requirement to perform criminal background and character 
requirement checks prior to employment.  

Finding 6 

02-4 — Code of Conduct: 

— Identifying if the code of conduct 
prohibits inappropriate 
relationships where staff could use 
their positions for personal gain or 
other inappropriate purposes. 

— Identifying if the code of conduct 
requires staff to follow measures 
to safeguard IT security. 

— Code of Conduct for 
Employees, Consultants, 
Contractors, and Volunteers 

— Related Party Disclosure 

The Town’s Related Party Disclosure Policy and the Code of 
Conduct for Employees, Consultants, Contractors, and 
Volunteers include prohibitions that do not allow employees to 
use their positions for personal gain or other inappropriate 
purposes. 

It includes requirements to disclose any related party 
information, where it exists. 

Moreover, it requires employees and contractors to disclose 
any actual, potential or perceived conflicts of interest during 
the course of performing their duties.  

No finding. 
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Record of Work Done 

Test # Test Procedures Information / Document 
Reviewed 

Outcomes Finding # 

— Identifying if the code of conduct 
includes staff commitment to 
maintaining ethics and integrity as 
well as adherence to the code of 
conduct. 

02-5 Oversight: 

— Assessing if there are processes 
for oversight of fraud and 
misconduct. 

— ARC Committee Terms of 
Reference 

The Audit, Risk and Compliance Committee (ARC) Terms of 
Reference provide the requirement for the ARC to oversee the 
processes and systems related to fraud and irregularities and 
compliance with laws and regulations. 

No finding. 

02-6 — Awareness: 

— Identifying if stakeholders have 
been made aware of policies and 
procedures related to the control 
of fraud and misconduct. 

— Checking if policies and 
procedures require staff to attend 
mandatory fraud, corruption, and 
misconduct training. 

— Corporate Induction The Town has an induction program where new employees 
are introduced to the Town’s working environment, what they 
can and cannot do, compliance requirements and such.  

Through enquiries, we identified that, while the Town 
introduces new employees to requirements against fraud, 
corruption and misconduct, employees are not required to 
attend or complete any mandatory training and subsequent 
refresher training on fraud, corruption and misconduct. 

Finding 3 

02-7 Response: 

— Identifying if a fraud response plan 
exists and includes the following: 

— Who should perform fraud 
investigations. 

— Internal Operating 
Procedure: Discipline 
Procedure 

As the Town does not currently have a fraud and corruption 
control plan that should cover fraud response, there is no plan 
that covers fraud response. 

Through enquiries, we identified that the Town would follow 
the Discipline Procedure in responding to cases of fraud, 
corruption and misconduct. The discipline procedure sets out 

Finding 1 
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Record of Work Done 

Test # Test Procedures Information / Document 
Reviewed 

Outcomes Finding # 

— When a voluntary disclosure to 
the respective authorities 
should be made. 

— How to determine 
remedial/disciplinary actions 

— How to remedy the associated 
control weaknesses. 

— Identifying if there is a policy and 
procedure that addressed 
disciplinary actions for dealing with 
staff that commits fraud, 
corruption, misconduct or engages 
in other unlawful or unethical 
behaviour. 

the general actions that will be taken against staff in dealing 
with disciplinary actions. 

 

03-1 Reporting: 

— Identification and assessment of 
the mechanisms for reporting 
fraud. 

— Whistle-blower Policy 

— Internal Operating 
Procedure: Discipline 
Procedure 

The Town’s Whistle-blower policy and Discipline Procedure 
include ways in which misconduct and inappropriate 
behaviour can be reported. 

We identified that the reporting mechanisms do not include 
specific reporting requirements as per legislative 
requirements to report to the appropriate authority. 

Finding 5 
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Risk Rating Criteria 

APPENDIX B – RISK RATING CRITERIA 
Recommendations made in this report have been rated as Extreme, High, Medium, or Low based on an assessment of underlying issues.  The assessment was 
made by Internal Audit using predetermined criteria as outlined below.  An issue may display one, all or a combination of the example attributes listed against the 
relevant rating. 
 

LEVEL RATING  FORESEEABLE DESCRIPTION 

E Excellent Doing more than what is reasonable under the 
circumstances. 

Existing controls exceed current legislated, regulatory and compliance requirements, and surpass relevant and current 
standards, codes of practice, guidelines and industry benchmarks expected of this organisation. 

A Adequate Doing what is reasonable under the circumstances. Existing controls are in accordance with current legislated, regulatory and compliance requirements, and are aligned 
with relevant and current standards, codes of practice, guidelines and industry benchmarks expected of this organisation 

I Inadequate Not doing some or all things reasonable under the 
circumstances. 

Existing controls do not provide confidence that they meet current legislated, regulatory and compliance requirements, 
and may not be aligned with relevant and current standards, codes of practice, guidelines and industry benchmarks 
expected of this organisation. 

 

 

MEASURES OF CONSEQUENCE 

LEVEL 1 2 3 4 5 

RATING Insignificant Minor Moderate Major Catastrophic 

HEALTH Negligible injuries First aid injuries Medical type injuries or Lost 
time injury < 5 days 

Lost time injury > 5 days Fatality, permanent disability 

FINANCIAL 
IMPACT Less than $3,000 $3,000 - $30,000 $30,001 - $300,000 

$300,001 - $3M More than $3M 

SERVICE 
INTERRUPTION 

No material service 
interruptions 

Temporary interruption to 
an activity – backlog 
cleared with existing 

resources 

Interruption to Service Unit/(s) 
deliverables – backlog cleared 

by additional resources 

Prolonged interruption of critical core 
service deliverables – additional 
resources; performance affected 

Indeterminate prolonged interruption of 
critical core service deliverables – non-

performance 

COMPLIANCE Occasional noticeable 
temporary non-compliances 

Regular noticeable 
temporary non-

compliances 

Non-compliance with significant 
regulatory requirements 

imposed 

Non-compliance results in 
termination of services or imposed 

penalties 

Non-compliance results in criminal 
charges or significant damages or 

penalties 

REPUTATION 
Unsubstantiated, localised 

low impact on key 
stakeholder trust, low profile 

or no media item 

Substantiated, localised 
impact on key stakeholder 

trust or low media item 

Substantiated, public 
embarrassment, moderate 

impact on key stakeholder trust 
or moderate media profile 

Substantiated, public 
embarrassment, widespread high 

impact on key stakeholder trust, high 
media profile, third party actions 

Substantiated, public embarrassment, 
widespread loss of key stakeholder 

trust, high widespread multiple media 
profile, third party actions 

ENVIRONMENTAL 
Contained, reversible impact 

managed by on-site 
response 

Contained, reversible 
impact managed by internal 

response 

Contained, reversible impact 
managed by external agencies 

Uncontained, reversible impact 
managed by a coordinated response 

from external agencies 

Uncontained, irreversible impact 



 

Town of Port Hedland – Fraud Risk Management & Misconduct Review – December 2022 |  20 

Risk Rating Criteria 

MEASURES OF LIKELIHOOD 
LEVEL RATING  DESCRIPTION FREQUENCY PROBABILITY 

5 Almost Certain The event is expected to occur in most circumstances More than once per year Greater than 90% chance of occurrence 

4 Likely The event will probably occur in most circumstances At least once per year 60% - 90% chance of occurrence 

3 Possible The event should occur at some time At least once in 3 years 40% - 60% chance of occurrence 

2 Unlikely The event could occur at some time At least once in 10 years 10% - 40% chance of occurrence 

1 Rare The event may only occur in exceptional circumstances Less than once in 15 years Less than 10% chance of occurrence 

 

 

 

RISK MATRIX 

                              Consequence 
   Likelihood 

Insignificant Minor Moderate Major Catastrophic 

1 2 3 4 5 

Almost Certain 5 MEDIUM (5) HIGH (10) HIGH (15) EXTREME (20) EXTREME (25) 

Likely 4 LOW (4) MEDIUM (8) HIGH (12) HIGH (16) EXTREME (20) 

Possible 3 LOW (3) MEDIUM (6) MEDIUM (9) HIGH (12) HIGH (15) 

Unlikely 2 LOW (2) LOW (4) MEDIUM (6) MEDIUM (8) HIGH (10) 

Rare 1 LOW (1) LOW (2) LOW (3) LOW (4) MEDIUM (5) 

RISK ACCEPTANCE CRITERIA 
RISK 
RANK LEVEL OF RISK DESCRIPTION CRITERIA FOR RISK ACCEPTANCE RESPONSIBILITY 

EXTREME 17-25 Urgent Attention Required Risk only acceptable with excellent controls and all treatment plans to be explored and implemented 
where possible, managed by highest level of authority and subject to continuous monitoring. 

CEO / Council 

HIGH 10-16 Attention Required Risk acceptable with excellent controls, managed by senior management/executive and subject to 
monthly monitoring. 

Director / CEO 

MEDIUM 5-9 Monitor Risk acceptable with adequate controls, managed by specific procedures and subject to semi-annual 
monitoring. 

Operational Manager 

LOW 1-4 Acceptable Risk acceptable with adequate controls, managed by routine procedures and subject to annual 
monitoring. 

Operational Manager 



 

 

 

 

 

  

 williambuck.com 
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